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A
ACA (Auto Contingent Allegiance), 114, 

425
access attacks, 338
access control, 340

application, 341-344
BURA, 347-348
MAC, 135, 164, 186, 344, 423
management, 344-347

access control lists (ACLs), 342, 351, 354
access nodes, 194
access time. See seek time
access time optimization, 74
accessibility. See also availability; high 

availability
IA, 230
monitoring, 364-365, 368-370

accountability service, 335-336. See also 
security

active attacks, 338
Active Directory, 161, 346, 355, 356, 407
active paths, 83
active-active arrays. See high-end 

intelligent storage systems
active-passive array configuration, 84. 

See also midrange intelligent storage 
systems

actuator arm assembly, 29
addressing. See specific types of addressing

advanced encryption standard (AES),  
277, 408

alerts, 374-375, 391-392
ANSI (American National Standards 

Institution), 104, 105, 107, 118
API (application programming interface), 

39
applications, 44-45

as data center element, 4, 10, 11
file serving, 9

application access domain, 341-344
application user interface (AUI), 11, 44, 395
application-specific integrated circuit  

(ASIC) , 23
Arbitrated Loop, FC. See FC-AL
Arbitrated Loop Physical Address (AL-

PA), 126, 134
arbitration (ARB) frame, 126, 127
archives. See also CAS

active, 407
backups, 252-253
compliance requirements, 192
fixed content, 190, 407, 408

arithmetic logic unit (ALU), 22
arrival rate, 35
assets (risk triad), 336, 337
asynchronous remote replication, 310
ATM (Asynchronous Transfer Mode), 124, 

133, 153, 324, 408
attack surface, 339

Index
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authentication, 161. See also Active 
Directory; CHAP; Kerberos; LDAP

AES, 277, 408
FC-SP, 343, 348, 349
IPSec, 183, 186, 343, 350, 420
iSCSI, 183
NAS, 355-357
RADIUS, 350, 361, 428
security zones, 350

authorization. See also Active Directory; 
RADIUS

ControlCenter, 387
Kerberos, 356-357
NAS, 355-357
VSAN, 352

automatic path failover, 242, 244-247
Automatic Volume Management, 165
autoprobe/autorestore, 242
availability. See also high availability

BC, 280
data center elements, 12
NAS, 160-163
security, 336

Avamar, 279
average queue size, 36, 37, 38

B
back end

intelligent storage system, 79
Invista, 219
Symmetrix DMX, 93

back-end nodes, 194
backup(s), 241, 251-281. See also disaster 

recovery; local replication; remote 
replication

archival, 252-253
considerations, 253-254
to disks, 272-273
granularity, 254-257
LAN-free, 264
methods, 258-259
in NAS environments, 265-269
NetWorker, 276-280
operational, 252
physical tape libraries, 270-272
process, 259-260
purposes, 252-253
recovery considerations, 252, 257
restore operations, 252, 257, 260-262
SAN-based, 264

to tapes, 269-272
technologies, 269-275
topologies, 262-265

backup window, 284
bare-metal recovery (BMR), 259
BC planning lifecycle, 235-237
BC technology solutions, 241, 248
bits, 24
bitwise XOR operation, 56, 66
blade server architecture, 144
BLOB (binary large object), 196
block storage technology, 171. See also 

IP-SANs
block-level access, 9, 44, 45, 99
block-level storage virtualization, 212,  

216-217
bridged iSCSI, 175, 176
buffer, 34
buffer-to-buffer credit (BB_Credit ), 137
bunker, 318
buses, 24-25
Business Continuance Volumes (BCVs), 

302, 303, 304, 410
business continuity (BC), 229-249. See 

also backups; local replication; remote 
replication

BIA, 240-241
failure analysis and, 238-239
goal of, 247-248
information availability, 230-233

business impact analysis (BIA), 240-241

C
CA (content address), 189
cables, 24

optical fiber, 122-123
cache, 71, 72, 74-79

data protection, 78-79
failure, 77, 78, 79
global, 77, 84, 89, 91
implementation, 77
L1, 22
LRU, 77, 78, 421
management, 77-78
MRU, 78, 423
read operation, 75-76
write operation, 76-77

cache mirroring, 78, 79, 88, 410
cache miss, 75
cache vaulting, 78, 79, 86, 410
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call home, 166, 367, 393, 410
capacity

data center elements, 12, 13
management, 375-376, 410
monitoring, 365, 370-371
planning, 13, 364, 377, 384

CAS (content-addressed storage),  
189-205, 412

architecture, 193-195
archives, 190-192
benefits/features, 192-193
Centera, 200-205
fixed content, 189, 190, 205, 412
object storage/retrieval, 196-198

cascade/multi-hop replication, 318
C-Clip Descriptor File (CDF), 196, 197
CD-ROMs (compact disk read-only 

memory), 6, 8, 23, 26, 191
CD-RW (compact disc rewritable), 26
Celerra (EMC), 164-168
Centera (EMC), 200-205

architecture, 201-203
models, 201
tools, 203-204
Universal Access, 204-205

central processing units. 22
channel directors, 91, 92, 93
CHAP (Challenge-Handshake 

Authentication Protocol), 183, 343,  
359, 411

chargeback reports, 13, 377, 380-381,  
388, 411

CHS (cylinder-head-sector) addressing, 
32, 210, 411

CIFS (Common Internet File System),  
158-159, 412

CLARiiON CX4 storage array (EMC). See 
also Navisphere management software

architecture, 86-88
components, 88
features, 85-86
managing, 88-89
MirrorView, 329-330
SAN Copy, 325, 328-329

CLARiiON Messaging Interface (CMI), 87, 
88, 411

client access functions, Data Mover, 165
client-server model, SCSI, 108-109
Clone, 302, 304

clusters
control path, 220
PowerPath, 242

high availability, 235, 366, 411
coarse wavelength division multiplexing 

(CWDM), 323, 324
cold backup, 258
cold site, 235
command code field, 113
command descriptor blocks (CDBs), 109, 

112, 114, 177
command queuing, 72-74
command sequence number (CmdSN),  

181, 182
command-line interface (CLI), 88
common command set (CCS), 105
Common Information Model (CIM), 383,  

384, 385
Common Management Information 

Protocol (CMIP), 384
compression, 254
concatenation, 39, 40
concurrent access, 327-328
concurrent replicas, 301
confidentiality service, 336. See also 

security
connectivity

FC, 124-129
FICON, 91, 94, 131
gateway NAS, 156-157
host/storage device, 24-25
infrastructure integrity, 343
integrated NAS, 155-156
iSCSI, 174-176

connectors, 123
Connectrix connectivity products (EMC),  

145-147
Connectrix Directors, 146
consolidation

server, 149, 217
storage

Connectrix Directors, 146
NAS, 149, 155
Rainfinity, 225
SANs, 118, 119, 124, 148, 348

constructed full backup, 254, 255
content address (CA), 189
content authenticity, 192, 201, 412
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content integrity, 192, 253. See also data 
integrity; integrity

content protection mirrored (CPM), 202
content protection parity (CPP), 202
control arrays, 321
control devices, 321, 322
control field, 112, 114
control path cluster (CPC), 220, 221
control station (Celerra), 164, 166
control unit, 22
ControlCenter (EMC), 386-392

add-on products, 392
agents, 389-391
alerts, 391-392
architecture, 387-392
features/functionality, 386-387
infrastructure tier, 388-389
Performance Manager, 390-391
user interface tier, 387-388

controller card RAID, 52-53
controllers, 29-30

front-end, 72, 91
copy on first access (CoFA), 293, 294, 295,  

298, 413
copy on first write (CoFW), 290, 296,  

305, 413
core tier, 142
core-edge fabric topology, 142-144
corrective controls, 340
cross communication modules (XCMs), 

92, 93
ctd addressing, 111
cumulative (differential) backup, 254,  

255, 256
Customer Support Center (EMC), 92,  

93, 204
cyclic redundancy check (CRC), 135

checksum, 136, 137
digest, 180
Ethernet, 180, 182
FC frame, 135

D
DAS (direct-attached storage), 9, 10, 99-115. 

See also SANs; storage networking
benefits, 99, 101, 115
disk drive interfaces, 101-104
limitations, 101, 115
SANs v., 118
storage networking v., 101
types, 99-100

data, 5-8. See also information
analysis, 7-8
availability. See availability; high 

availability
compression, 254. See also backups
digital, 5-6, 14, 413
encryption, 344
explosion, 3, 6, 14, 117
FC, structure/organization, 137
files, 41
fixed content. See fixed content
information v., 7
migrations. See migrations
replication. See local replication; remote 

replication
types, 7, 8

data access, 44-45
data access in real time (DART), 164,  

166, 413
data center. See also storage infrastructure

core elements, 4, 10-13, 21
infrastructure, 10-14

Data Collection Policies (DCPs), 390, 413
data consistency, local replication, 285-288
data field, 135
data integrity. See also integrity

CAS, 192
CIFS, 159
CLARiiON, 86
data center elements, 12, 13
flash drives, 80
LUN masking, 81
virtualization, 225

Data Movers (Celerra), 164-166
data path controller (DPC), 220, 221
data redundancy. See RAID; redundancy
data sequence number, 182
data store, 74, 75, 169, 414
data transfer rate, 34
data vault, 235
database

as data center element, 4, 11
federated, 290, 312, 314, 417
RDBMS, 62, 377, 415
replication

local, 286-288
remote, 311, 313-314, 425

database backup agents, 258
database management system (DBMS), 7

dependent write I/O principle, 287
dedicated cache, 77
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defense in depth, 249, 339, 414
demilitarized zone (DMZ), 358
denial of service (DoS) attacks, 338, 339, 

341, 343, 347, 414
dense wavelength division multiplexing 

(DWDM), 324, 414
departmental servers, 9
dependent write I/O principle, 287, 288
Destination ID, 135, 136
detective controls, 340
device drivers, 39
differential (cumulative) backup, 254,  

255, 256
digest, 180, 196
digital data, 5-6, 14, 413
digital versatile disk read-only memory 

(DVD-ROMs), 6, 8, 23, 26
digital versatile disks or digital video 

discs (DVDs), 26
Direct Matrix Architecture (DMX), 93-95
direct-attached backup, 262
directors, 124, 145. See also Connectrix 

connectivity products
dirty bit flag, 74
dirty pages, 78, 417
disaster recovery. See also backups; local 

replication; remote replication
backups, 252, 257, 260-262
bare-metal recovery, 259
BC, 229, 233, 248
BURA security, 347-348
FCIP, 172
IP-SAN, 171
iSCSI, 183
NetWorker, 278-280
SAN, 148
SRDF, 326-327
three-site triangle/multitarget  

replication, 321
disaster recovery plan (DRP), 234, 415
disaster restart, 233, 415
discovery

iSCSI, 177-178
discretionary access control lists  

(DACLs), 354
discs/disk drives. See hard disk drives; 

magnetic storage; optical disk storage
Disk Array Enclosure (DAE), 86
disk arrays, 11, 53, 408. See also intelligent 

storage systems; RAID

disk failure, 51, 53, 55, 56, 59, 60, 62, 68
disk packs, 9
disk partitioning, 39, 40
disk performance, 33-34. 

application requirements, 45-48
laws, 35-38
RAID impact, 66-68

disk response time, 36, 37, 38, 49
disk service time, 33-34, 46
disk-buffered remote replication, 317-318
DiskXtender, 279
distributed file system (DFS), 153, 222,  

224, 415
Distributed Management Task Force 

(DMTF), 383, 384, 436
Domain Name System (DNS), 153, 415
Double Data Rate Synchronous Dynamic 

Random Access Memory (DDR  
SDRAM), 91

dual-core topology, 142, 143
dual-role nodes, 194

E
eavesdropping, 338
edge tier, 142
EmailXtender, 278-279
EMC

Celerra, 164-168
Centera, 200-205
CLARiiON CX4 storage array, 85-89
Connectrix, 145-147
ControlCenter, 386-392
Customer Support Center, 92, 93, 204
Invista, 219-222
MirrorView, 329-330
Navisphere. See Navisphere 

management software
NetWorker, 276-280
PowerPath, 241-247
Rainfinity, 219, 222-225
SAN Copy, 325, 328-329
SnapSure, 305
SnapView, 301, 304-306
Symmetrix DMX-4 storage array, 84, 

89-95, 304, 434
Symmetrix Remote Data Facility,  

325-328, 432
TimeFinder, 301-304, 306

EMC Disk Library (EDL), 280
emulation engines, 275
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encryption
data, 344
storage network, 343

end-to-end credit (EE_Credit), 137-138
Enginuity, 95, 304, 434
Enginuity Consistency Assist (ECA), 304
Enterprise Content Management, 342
enterprise management platforms (EMPs),  

385-386, 416
ESCON (Enterprise Storage Connection), 

91, 94, 124, 131, 324, 326, 416. See also 
FICON

establish/restore operation, SRDF, 328
Ethernet

CRC, 180, 182
Gigabit, 19, 153, 186, 324
switches, 221

ETL (extract, transform, and load)  
processes, 389

EXT 2/3 (extended file system), 41
Extended Unique Identifier (EUI), 179
external DAS architectures, 100
external transfer rate, 34

F
fabric, 416. See also Fibre Channel
fabric binding, 352
fabric connect, 127. See also FC-SW
fabric login, 141
fabric topology, 142-144
fabric-wide access control, 351-352
failback operation, SRDF, 326-327
failover operation, SRDF, 326
failure analysis, 238-239
fan-in, 141
fan-out, 141
Fast Ethernet, 153, 164
Fast SCSI, 106
FAT 32 (File Allocation Table), 41
fatal alerts, 375
FC switches, 120, 121, 138-140
FC-0 physical interface, 133
FC-1 transmission protocol, 131
FC-2 transport layer, 133
FC-4 upper layer protocol, 132.
FCIP (Fibre Channel over IP), 120, 148, 172, 

183-186
implementation, 173
performance/security, 185-186
topology, 184-185

FCoE (Fibre Channel over Ethernet), 186

FC-SW (Fibre Channel switched fabric),  
127-129

federated databases, 290, 312, 314, 417
fiber optic cables, 122-123
Fibre Channel (FC), 9, 104, 118

addressing, 133-135
architecture, 131-140
classes of service, 138
connectivity, 124-129
data, structure/organization, 137
disks, 104
flash drives v., 80
frames, 135-137
Gigabit, 104, 118, 131
login types, 141
overview, 118
ports, 129-130
protocol stack, 132
SAN, 118
switches, 120, 121, 138-140, 145
topologies, 141-145

Fibre Channel Association (FCA), 118
Fibre Channel Protocol (FCP), 106, 115, 131
Fibre Channel Security Protocol (FC-SP), 

343, 348, 349
Fibre Channel Working Group  

(FCWG), 118
Fibre Distributed Data Interface  

(FDDI), 153
FICON (Fibre Connectivity), 91, 94, 131
FIFO (First In First Out), 73
files

stub, 200
swap/page, 208

file I/O, NAS, 151-153
file sharing, 152-153

NAS, 354-355
protocols, 157-159
remote, 152

file systems, 41-44, 152
accessing, 152
blocks, 42, 43
DFS, 153, 222, 224, 415
monitoring, 370-371
remote file sharing, 152
consistency, 285-286
snapshot, 290
management, 378-379

file-level access, 44, 45
file-level storage virtualization, 217-218
firewalls, 358
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fixed content
archives, 190, 407, 408
CAS, 189, 190, 205, 412

fixed pre-fetch, 75
FLARE storage operating environment,  

88, 417
flash drives, 6, 26, 80, 86. See also solid-

state drives
flow control

FC, 124, 133, 137-138
FCIP, 184

FL_port, 130
flushing, 78, 419, 422
forced flushing, 78, 417, 422
formatted disks, 30, 31
fracture log, 330
fracture operation, 329
frame header, 135, 136
frames

FC, 135-137
jumbo, 163

front end
intelligent storage system, 72-74
Invista, 219
Symmetrix DMX, 93

front-end controllers, 72, 91
front-end ports, 72
FTP (File Transfer Protocol), 149, 153, 164, 

205, 358, 417. See also SSH
full backup, 254, 255, 256
full-volume mirroring, 291-292

G
gateway NAS, 155
Gigabit Ethernet, 19, 153, 186, 324
Gigabit Fibre Channel (GFC), 104, 118, 131
global cache, 77, 84, 89, 91
Global File Virtualization (GFV) 

appliance, 222, 223
global memory director (GMD), 91
Global Namespace Appliance (GNA), 224
Global Namespace Management, 224
Gold Copy, 298
group code field, 112, 113
GUI (graphical user interface), 88

H
hard disk drives (HDDs), 6, 8, 23. See also 

disk performance; RAID
components, 27-30
failure, 51, 53, 55, 56, 59, 60, 62, 68

intelligent storage systems, 79-81
limitations, 35, 36, 37, 38, 51
maxium IOPs performed, 47
MTBF, 51
SLED, 51, 431
structure, 30-31, 48

hard zoning (port zoning), 140, 148, 350,  
351, 418

hardware RAID, 52-53
hash output, 196
HBA (host bus adapter), 23

failure, 364, 369
head crash, 29
head disk assembly (HDA), 27, 28
head flying height, 29
hierarchical storage management (HSM), 

200, 384, 418
high availability. See also availability

business continuity. See business 
continuity

Celerra, 164, 166, 168
clusters, 235, 366, 411
Connectrix switches, 146
enterprise directors, 146
LACP, 421
link aggregation, 163
NAS, 150, 151, 162, 163
RAID, 57, 59
SAN, 124

High Performance Parallel Interface 
(HIPPI), 124, 133, 418

high watermark (HWM), 78
high watermark flushing, 78
high-end intelligent storage systems 

(active-active arrays), 82-83, 95. See also 
Symmetrix DMX-4 storage array

HIPAA (Health Insurance Portability and 
Accountability Act), 192, 199

hit ratio, 76
hosts, 22-23. See also servers

components
logical, 38-45
physical, 22-23

I/O devices, 22, 23
memory, 23
monitoring, 365-366
source/target, 309, 310. See also remote 

replication
storage device connectivity, 24-25

host bus adapters. See HBAs
host-based local replication, 241, 288-290
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host-based log shipping, 313-314
host-based remote replication, 241, 311-314
hot backup, 258
hot site, 235
hot spares, 68
hot-pluggable, 103
HTTP (Hypertext Transfer Protocol), 204, 

205, 358, 384
hubs, 123, 124. See also switches

I
IDE/ATA (Integrated Device Electronics/

Advanced Technology Attachment), 25, 
101-102, 103, 420

idle flushing, 78, 419, 422
IDS/IPS (Intrusion Detection/Intrusion 

Prevention System), 340, 420
IEEE 802.3ad, 164, 186
IEEE EUI-64 naming standard, 179
ILM. See information lifecycle 

management
in-band virtualization, 212, 213, 214, 224
incremental backup, 254, 255, 256
information, 7-8. See also data
information alerts, 374-375
information availability (IA), 230-233, 363
information lifecycle management (ILM), 

4, 217. See also management
benefits, 17-18
implementation, 16-17
key challenges, 14
requirements, 117

Information Rights Management (IRM),  
342, 419

information technology (IT), 4
inodes, 41
integrated NAS, 154-155
integrity. See also data integrity

archives, 191, 192
connectivity infrastructure, 343
content, 192, 253
security, 335, 336

integrity checking, 195, 420
intelligent storage networking. See storage 

networking
intelligent storage processors (SPs), 88, 

433. See also CLARiiON CX4  
storage array

intelligent storage systems, 71-96. See also 
CLARiiON CX4 storage array; storage 
networking; Symmetrix DMX-4  
storage array

back end, 79
benefits, 95
cache. See cache
components, 72-81
disks, 79-81
front end, 72-74
high-end, 82-83, 95
midrange, 83-84
RAID, 69
storage networking, 95

interconnect devices, 123-124
interconnect layer, 110, 111
interface protocols, 21, 25. See also IDE/

ATA; PCI; SCSI
internal DAS architectures, 100
internal storage, 9, 10
internal transfer rate, 34
International Committee for Information 

Technology Standards (INCITS), 118, 
179

Internet
information, 3
storage infrastructure security, 335. See  

also security
interoperability

FC switches, 148
IP, 171. See also IP-SAN
PowerPath, 242
SAS, 104, 106, 115, 179
SMI, 383-385, 392, 433
storage infrastructure management, 382
virtualization, 216

Invista (EMC), 219-222
I/O (input/output)

buses, 25
controller, 35
dependent write, database replication, 

287, 288
devices, 22, 23
NAS, 151-153, 159-160
PowerPath, 243-244
random, 46, 77, 427
sequential, 60, 63, 64

IOPS (I/Os per second), 46, 47, 48
disk drive and maximum, 47
RAID configuration, 67
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SCSI interface, 46
IP (Internet Protocol), 106, 120, 171, 420. See 

also FCIP; iSCSI; TCP/IP
IP packets, 180, 181
IP-SAN (Internet Protocol SAN), 9, 10,  

171-187
security, 359-360

IPSec (Internet Protocol Security), 183, 186, 
343, 350, 420

iSCSI, 106, 120, 148, 172, 173-183, 186
components, 173-174
connectivity, topologies, 175-176
discovery, 177-178
error handling, 182-183
host connectivity, 174
implementation, 173
names, 178-179
ordering/numbering, 181-182
PDU, 180-181
protocol stack, 176-177
security, 182-183
session, 179-180

iSCSI Qualified Names (IQNs), 179
iSNS (internet Storage Name Service), 177-

178, 420, 432

J
JBOD (Just a Bunch of Disks), 10, 400. See  

also RAID
journaling file systems, 44
jukeboxes, 26, 421
jumbo frames, 163

K
KDC (Key Distribution Center), 356, 357, 

421
Kerberos, 183, 353, 355, 356-357, 421

L
L1 (level 1) cache, 22
LAN-based backups, 263
landing zone, 29
LAN-free backups, 264, 265
LAN (local area network), 9. See also 

VLAN
LBA (logical block addressing), 32, 45, 205,  

210, 422
LDAP (Lightweight Directory Access 

Protocol), 153, 161, 222, 224, 346, 355, 421
Least Recently Used (LRU), 77, 78, 421

link aggregation, 163
Link Control Card (LCC), 86, 88, 421
Little’s Law, 35
load-balancing policies, PowerPath, 242-

244
local replication, 283-307

data consistency, 285-288
host-based, 241, 288-290
management software interface, 301
restore/startup considerations, 297-300
SnapView, 301, 304-306
source/target LUNs, 284
storage array-based, 241, 290-297
technologies, 288-298
TimeFinder, 301-304

log shipping, 313-314
logical arrays, 53
logical extents, 42, 43
logical volumes. 39, 40, 41, 53, 80
loops, public/private, 130
low watermark (LWM), 78
low-voltage differential signaling  

(LVDS), 102
LRU (Least Recently Used), 77, 78, 421
Lucent connector, 123
LUN binding, 422
LUN masking, 81, 140, 343, 351, 392, 422.  

See also zoning
LUN trespassing, 247
LUN (logical unit number), 80-81
LVM mirroring, 289
LVM-based local replication, 289-290
LVM-based remote replication, 311-312
LVM (logical volume manager),  

40-41, 288

M
MAC (Media Access Control), 135, 164, 

186, 344, 423
magnetic storage, 23, 26, 27, 48, 189. See also 

hard disk drives; tape drives
floppy disk drives, 23, 102

magnetic tapes. See tapes
management (storage infrastructure), 

13-14, 363-393. See also monitoring
automation, 13
availability, 375
capacity, 375-376, 410
challenges, 382
ControlCenter, 386-392
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data center elements, 13
EMP, 385-386
ideal solution, 382-386
Navisphere Manager, 89, 386, 424
performance, 376
reporting, 13, 376-377
security, 376
SMI, 383-385
virtualized environment, 215

management access domain, 344-347
management software. See also Navisphere 

management software
Celerra, 168
local replication, 301
SAN, 124-125

MD5 (Message-Digest algorithm), 344, 359
Mean Time Between Failure (MTBF)

HDD, 51
Mean Time To Repair (MTTR), 231, 232
memory. See also cache; RAM

DDR SDRAM, 91
flash, 26, 80. See also flash drives
global, Symmetrix, 93, 94
ROM, 23
semiconductor, 23, 74, 80, 410
virtual, 208

mesh topology, 144-145
metadata, 31, 41
meta-LUN, 81
mezzanine cards, 144
midrange intelligent storage systems 

(active-passive arrays), 83-84. See also 
CLARiiON CX4 storage array

migrations, data
GNA, 224
HSM, 190
local replication and, 285
Rainfinity, 223
remote replication, 331
SAN-based remote replication, 321
SRDF/Data Mobility, 432
storage virtualization, 210, 216, 217

mirroring, 55-56
full volume, 291-292
LVM, 289
TimeFinder/Mirror and, 302-304

MirrorView (EMC), 329-330
mixed backup topology (SAN/LAN-

based), 264, 265

mixed zoning, 140. See also hard zoning; 
WWN zoning

modal dispersion, 122
modification attacks, 338
monitoring, 364-375. See also management

accessibility, 364-365, 368-370
alerts, 374-375
capacity, 365, 370-371
file system, 370-371
hosts, 365-366
management, 363
performance, 365, 372-373
security, 365
storage arrays, 367
storage networks, 366-367

MRU (Most Recently Used), 78, 423
MTBF. See Mean Time Between Failure
MTU (Maximum Transmission Unit), 162,  

163, 423
Multi-mode fiber (MMF), 122, 123, 424
multipathing, 424
multipathing software, 174, 187, 240. See 

also ECA; PowerPath
multitarget/triangle replication, 320-321

N
naming service protocol, 153
NAS (network-attached storage), 9, 10,  

149-169
authentication/authorization, 355-357
backups, 265-269
benefits, 150-151
components, 153-154
file I/O, 151-153
file sharing, 354-355
file-sharing protocols, 157-159
gateway, 155
general-purpose servers v., 150
integrated, 154-155
I/O operations, 159-160
network-layer firewalls, 358
NFS, 149, 153, 154, 157, 159, 160, 161
SAN, convergence, 9, 148, 168. See also 

IP-SANs
security, 353-358
storage consolidation, 149, 155

native iSCSI, 175, 176
Naviseccli, 88, 424
Navisphere management software  

(EMC), 89
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Navisphere Agent, 89
Navisphere Analyzer, 89, 386, 424
Navisphere Manager, 89, 386, 424
Navisphere Simulator, 96

nearline archives, 191
nested RAID, 59, 60
network bandwidth requirement

asynchronous replication, 316
synchronous replication, 315

Network Data Management Protocol, 164, 
266, 267-269 

Network Time Protocol (NTP), 346, 424
network virtualization, 208-209
NetWorker (EMC), 276-280
network-layer firewalls, 358
NFS (Network File System). See also  

NAS
security, 355, 356

NIC (network interface cards), 23
NIS (Network Information Services), 153, 

161, 222, 224, 355, 356, 424
NL_port, 129

FC address, 134
node ports, 120, 122
nodes, CAS, 194
non-intelligent internal storage, 9, 10. See 

also intelligent storage systems
nonjournaling file systems, 43-44
Normal Auto Contingent Allegiance 

(NACA), 114, 425
NPIV (N_port ID virtualization), 134
N_port, 129
N_port ID virtualization (NPIV), 134
NS series, Celerra, 167-168
NSX system, 168
NTFS (NT file system), 41, 279
NTP (Network Time Protocol), 346, 424

O
object storage/retrieval, CAS, 196-198
object-based system, 189. See also CAS
object-level access, 45
offline archives, 191
online archives, 191
online transaction processing (OLTP), 59,  

190, 425
open file agents, 258
Open System Interconnection (OSI) 

model, 110, 177

open systems, 9
Open Tape Format (OTF), 277
operating systems. See also Linux; UNIX

as data center element, 4, 11
FLARE, 88, 417

operation codes, 112-113
operational backups, 252
optical disc drive (ODD), 425
optical disk storage, 23, 189

archives, 191
CAS, 192. 
CD-ROM, 6, 8, 23

WORM device, 26, 191
CD-RW, 26
DVD-ROM, 6, 8, 23, 26
DVD, 26
jukeboxes, 26, 421
uses for, 26
WORM, 436

optical fiber cabling, 122-123
optical network technologies, 323-325
order processing system (example), 10, 11
organic regeneration process, Centera, 202
Originating Exchange ID, 135, 136
outages, planned/unplanned, 230, 231
out-of-band virtualization, 212, 213,  

214, 224

P
packets, IP, 180, 181
paging, 208
PAgP (Port Aggregation Protocol), 164
parallel SCSI, 105, 106. See also SCSI
parallel transmission, 24
parity, 56-57
parity RAID, 56, 57, 61
passive attacks, 338
path failover, PowerPath, 242, 244-247
PCI Express, 25
penalty, write, 66, 67
Performance Manager, 390-391
peripheral component interconnect (PCI), 

25
permissions, UNIX, 354-355
persistent port disable, 351
Physical Address, Arbitrated Loop, 126, 134
physical arrays, 53
physical extents, 40, 42, 43
physical interface, FC-0, 133
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physical journal, 44
physical layer interconnects, 107
physical tape libraries, 270-272
physical volumes, 40
planned outages, 230, 231
platters, 28, 29, 426
PLOGI (port login), 141
pointer-based full-volume replication,  

293-295
pointer-based virtual replication, 295-297
point-in-time (PIT) copy method, 258
point-to-point (FC connectivity), 125
policy-based ILM, 15
ports, 23, 24

FC, 129-130
front-end, 72
node, 120, 122
SCSI, 109-110
storage array

failure, 368, 369
monitoring, 372

Port Aggregation Protocol (PAgP), 164
port binding, 351
port lockdown, 351
port lockout, 351
port login (PLOGI), 141
port zoning. See hard zoning
PowerPath (EMC), 241-247

I/O operations, 243-244
load-balancing policies, 242-244

pre-fetch, 75
preventive controls, 340
Priority-Based policy, 243
private loop, 130
process login (PRLI), 141
production data, 258
production host, 284
protection bitmap, 323
Protocol Data Units (PDUs), 180-181
protocol stack

Fibre Channel, 132
iSCSI, 176-177

provisioning, 13
public loop, 130
pull operation, 322
push operation, 322

Q
queue, 35

R
RAID (redundant array of independent 

disks), 9, 10, 52-69. See also intelligent 
storage systems

arrays, 53
configurations

IOPS, 67
RAID 0, 57, 58, 64
RAID 0+1, 59-60, 64
RAID 1, 57-58, 64
RAID 1+0, 59-60, 66
RAID 3, 59, 61, 64
RAID 4, 61, 64
RAID 5, 62, 66
RAID 6, 62-63, 66

disk load, 67
disk performance impacted, 66-68
hardware, 52-53
hot spares, 68
intelligent storage systems, 69
levels, 54-62
nested, 59, 60
parity, 56, 57, 61
redefining, 52
redundancy, 55, 59, 68
set (group), 53
software, 52
striped, 54, 55

Rainfinity (EMC), 219, 222-225, 225
RAM (random access memory), 23

page files/swap space, 208
tag, 74, 75, 434

random I/O, 46, 77, 427
RBAC (role-based access control), 343,  

346, 351
RDBMS (relational database management 

system), 62, 377, 415
read cache hit, 75
read hit ratio, 76
read miss, 76
read operation, 34

cache, 75-76
read-ahead, 75
read/write (R/W) heads, 28-29
record-level protection/disposition, 193
recoverability, 283, 428
recovery-point objective (RPO), 233-234, 428
recovery-time objective (RTO), 234-235, 428
redundancy

cyclic. See cyclic redundancy check
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fault tolerance, 228-239
RAID, 55, 59, 68. See also RAID

Redundant Array of Independent Nodes 
(RAIN), 194, 201, 428

regional disasters, remote replication, 309, 
318, 319

relational database management system 
(RDBMS), 62, 377, 415

reliability, 230
remote arrays, 321
Remote Authentication Dial-in User 

Service (RADIUS), 350, 361, 428
remote devices, 321, 322
Remote Procedure Call (RPC), 158, 428
remote replicas, 309, 429
remote replication, 309-331

asynchronous, 310
disk-buffered, 317-318
host-based, 241, 311-314
LVM-based, 311-312
network infrastructure, 323-325
optical network technologies, 323-325
regional disasters, 308, 318, 319
SAN-based, 321-323
SRDF, 325-328
storage array-based, 241, 314-321
synchronous, 309-310
synchronous + asynchronous, 319
technologies, 311-323
three-site, 318-321

replicas. See also local replicas; remote 
replicas

concurrent, 301
recoverability, 283, 428

replication. See also local replication; 
remote replication

cascade/multi-hop, 318
database, 311, 313-314, 425
three-site, 318-321
triangle/multitarget, 320-321

reporting, 13, 376-377
Repository, 388
repudiation, 338
request-to-transfer, 182
resilience, 117
Resource Manager, 392
resource planning, 13
Responder Exchange ID, 135, 136
response time, disk, 36, 37, 38, 49

restart
disaster, 233, 415
local replication, 297-300

restartability, 283, 429
restore. See also backups; local replication; 

remote replication
backup, 260-262
local replication, 297-300

restore/establish operation, SRDF, 328
resynchronization bitmap, 323
retention enforcement, 193
risk triad, 336-340
robotic arms, 270, 271, 272, 274, 384, 429
role-based access control (RBAC), 343,  

346, 351
ROM (read-only memory), 23
root directory, 43
rotational latency, 33-34
Round-Robin policy, 242
routers

FCIP, 184, 186
IP, 346
iSCSI, 174, 175
multiprotocol, 10, 145, 146
network virtualization, 208
overutilized, 161

RSCNs (Registered State Change 
Notifications), 185, 352, 402, 428

R/W heads. See read/write heads

S
SACLs (system access control lists), 354
SAL (SCSI application layer), 110, 430
SAM-3 (SCSI Architecture Model-3),  

107, 110
SAN Advisor, 392
SAN Copy (EMC), 325, 328-329
SAN Manager, 392
SAN-based backups, 264
SAN-based remote replication, 321-323
SAN (storage area network), 9, 10, 116-147. 

See also Fibre Channel; IP-SAN
components, 120-125
evolution, 119-120, 121
FC technology, 118
interconnect devices, 123-124
IP technology, 148
management, SMI-S, 385
management software, 124
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NAS, convergence, 9, 148, 168
security, 348-353
storage consolidation, 118, 119, 124,  

148, 348
virtual, 209, 352, 353

SAS (Serial Attached SCSI), 104, 106, 115, 179
SASI (Shugart Associate System  

Interface), 104
SATA (serial ATA), 102-103, 430
save sets, 277
SC (Standard connector), 123
scalability

data center elements, 12
storage virtualization, 215

SCN (state change notifications), 360, 432
SCSI (Small Computer System Interface), 

25, 104-115. See also iSCSI
command model, 112-114
communication model, 110-111
IDE/ATA v., 103
initiator device, 108, 109, 110
parallel, 105, 106
ports, 109-110
Serial Attached, 104, 106, 115, 179
status byte codes, 114
target device, 108, 109, 110
Ultra, 106, 118

SCSI addressing, 111
SCSI application layer (SAL), 110, 430
SCSI Architecture Model-3 (SAM-3),  

107, 110
SCSI Initiator-Target communication, 111
SCSI interconnect layer, 110, 111
SCSI interfaces, 105-106
SCSI parallel interface (SPI), 105, 106
SCSI transport protocol layer (STPL),  

111, 430
SCSI-3 architecture, 105, 106, 107-111
SCSI-3 client-server model, 108-109
SCSI-3 command protocol, 107
SDH (synchronous digital hierarchy), 324, 

434. See also SONET
sectors, 30, 31
Secure Sockets Layer (SSL) protocol, 277,  

345, 430
security (storage infrastructure), 335-361

access control, 342-343, 407
authentication. See authentication
BURA, 347-348

FCIP, 185-186
framework, 335-336
integrity, 335, 336
IP-SAN, 359-360
iSCSI, 182-183
management, 376
monitoring, 365, 373-374. See also 

monitoring
NAS, 353-358
risk triad, 336-340
SAN, 348-353
storage networking, 348-360

security domains, 340-348
application access, 341-344
management access, 344-347

Security ID translator, 223
Security Information Management  

(SIM), 346
security zones, protection strategies, 350
seek time (access time), 33, 46, 47, 49, 430
seek time optimization, 73, 74, 430
semiconductor memory, 23, 74, 80, 410.  

See also cache
SendTargets discovery, 177, 178
Sequence ID, 135, 136
sequential I/O, RAID, 60, 63, 64
serial transmission, 24
servers. See also hosts

ControlCenter, 388
general-purpose, NAS devices v., 150
hosts, 119
performance, monitoring, 373

server clusters. See clusters
server consolidation, 149, 217
server virtualization, 209-210
serverless backup, 265, 266, 267
service time. See disk service time
service-level agreements (SLAs), 191
SFP (Small Form-factor Pluggable), 123
SHA-256, 344, 361
sharing. See file sharing
shoe shining effect, 271
single large expensive drives (SLEDs),  

51, 431
single point of failure, 238, 239
single-core topology, 142
single-instance storage (SiS), 189, 193, 201,  

205, 431
single-level cells (SLCs), 80, 431
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single-mode fibers (SMFs), 122, 123, 431
SiS. See single-instance storage
SMI (Storage Management Initiative), 383-

385, 392, 433
SMI-S (SMI Specification), 383-385, 392, 393
snapshot, 431

array-based, NetWorker, 276
file system, 290
SnapView, 305
TimeFinder/FS, 306

SnapSure (EMC), 305
SnapView (EMC), 301, 304-306
SNMP (Simple Network Management 

Protocol), 147, 195, 382, 383, 384, 392, 431
snooping, 338
soft zoning (WWN zoning), 140, 431
software RAID, 52
solid-state drives (SSDs)

flash memory card, 26
SLCs, 431
Symmetrix, 89

SONET (synchronous optical network),  
324-325, 434

source hosts, 309, 310. See also remote 
replication

Source ID, 135, 136
sources (LUN), 284
SPI (SCSI parallel interface), 105, 106
spindles, 28
split operation, SRDF, 327
spoofing, 341, 342, 345, 351, 432
SRDF (Symmetrix Remote Data Facility),  

325-328
concurrent access, 327-328
disaster recovery, 326-327
family/technology solutions, 325

SRDF/Asynchronous, 325, 432
SRDF/Automated Replication, 325, 432
SRDF/Cluster Enabler, 432
SRDF/Consistency Groups, 432
SRDF/Data Mobility, 432
SRDF/Star, 432
SRDF/Synchronous, 325, 432
SRM (Storage Resource Management) 

Tool, 388, 390
SSH (Secure Shell)

Telnet, 88, 147
SSL (Secure Sockets Layer) protocol, 277,  

345, 430

ST (Straight Tip) connectors, 123
standby power supply (SPS), 87, 88, 432
start of frame, 135
status byte codes, 114
status sequence number (StatSN), 181, 182
storage. See also EMC; storage devices; 

storage infrastructure
architectures, evolution, 9-10
infrastructure. See storage infrastructure
intelligent. See intelligent storage systems
internal (non-intelligent), 9, 10
magnetic. See magnetic storage
networking. See storage networking
optical. See optical disk storage
security. See security
virtualization, 210-225

storage arrays, 11, 53, 408. See also 
intelligent storage systems; RAID

control, 321
monitoring, 367
ports

failure, 368, 369
monitoring, 372

remote, 321
SAN, 124

storage array-based local replication, 241,  
290-297

storage array-based remote replication, 
241, 314-321

storage consolidation. See consolidation
storage devices, 6, 8, 23
storage infrastructure, 10-14. See also 

management; security
core elements, 4, 10-13, 21
key requirements, 11-13, 117
managing, 13-14, 363-393
monitoring. See monitoring
securing, 335-361

storage network encryption, 343
storage networking, 95. See also CAS; DAS; 

IP-SAN; SAN; virtualization
DAS v., 101
ILM, 16, 17
intelligent, 9, 10
intelligent storage systems, 95
monitoring, 366-367
security implementations, 348-360

Storage Networking Industry Association 
(SNIA), 433
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shared storage model, 50
storage virtualization taxonomy, 212-213

storage nodes, 194
storage processors (SPs), 88, 433. See also 

CLARiiON CX4 storage array
Storage Resource Management (SRM) 

Tool, 388, 390
storage system environment, 21-50. See also 

hosts; storage devices
components, 21-27
connectivity, 24-25
hosts, 22-23
storage devices, 21, 26-27, 48

storage virtualization, 210-225. See also 
virtualization

block-level, 212, 216-217
file-level, 217-218
Invista, 219-222

StorageScope console, 387-388
StorageScope Repository, 388-389
Store, 388
storing/retrieving objects, CAS, 196-198
STPL (SCSI transport protocol layer), 111, 

430
streaming, tape drive, 271
strip size, 55
stripe depth, 55
stripe width, 55
striped mirror, 59
striped RAID, 54, 55
stripes, 54
strips, 54
structured data, 7, 8, 433
stub file, 200
swap files, 208
switches, 123

Connectrix, 146
directors v., 124
Ethernet, 221
FC, 120, 121, 138-140, 145
hubs v., 123, 124

switching, 434
switch-wide access control, 351-352
Symmetrix DMX-4 storage array (EMC), 

84, 89-95
Direct Matrix Architecture, 93-95
Enginuity, 95, 304, 434

Symmetrix global memory, 93, 94
sync daemon, 285, 286

synchronous + asynchronous remote 
replication technologies, 319

synchronous + disk-buffered remote 
replication technologies, 319-320

synchronous digital hierarchy (SDH),  
324, 434

synchronous optical network (SONET),  
324-325, 434

synchronous remote replication, 309-310
synthetic full backup, 254, 255
system access control lists (SACLs), 354

T
tag RAM, 74, 75, 434
tape drive streaming, 271
tape drives, 8, 9, 23, 26
tape libraries

physical, 270-272
robotic arms, 270, 271, 272, 274, 384, 429
virtual, 273-275

tapes (magnetic), 270, 422, 434
backups, 269-270
mounting, 270

target device, SCSI, 108, 109, 110
target hosts, 309, 310. See also remote 

replication
targets (LUN), 284
task manager, 108
TCP window size, 163
TCP/IP

CIFS, 158
FCIP, 172, 183
iSCSI, 173, 174, 177
MirrorView, 329
NAS, 115, 149, 159, 160
SMI-S, 385

TCP/IP Offload Engine (TOE) card,  
174, 434

Telnet, 88, 147. See also SSH
three-site replication, 318-321
Ticket Granting Service (TGS), 356
Ticket Granting Ticket (TGT), 356, 357
tiered storage, 16
TimeFinder (EMC), 301-304, 306
TimeFinder/Clone, 302
TimeFinder/FS, 306
TimeFinder/Mirror, 302-304
total cost of ownership (TCO), 17, 171,  

404, 434
tracks, 30
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tracks per inch (TPI), 30
transmission

parallel/serial, 24
transmission protocol, FC-1, 133
transport layer, FC-2, 133
transport layer protocols, 107
Transport Layer Security (TLS), 345
triangle/multitarget replication, 320-321

U
UDP (User Datagram Protocol), 158, 435
Ultra DMA/133, 102
Ultra SCSI, 106, 118
UltraFlex technology, 86
unplanned outages, 230, 231
unstructured data, 7, 8, 435
upper layer protocols (ULPs), 124, 132, 136, 

137, 141, 435
USB (Universal Serial Bus), 6
User Datagram Protocol (UDP), 158, 435
utilization law, 35-36, 37, 38

V
variable pre-fetch, 75
virtual Data Movers, 165
virtual initiators, 175
virtual machines, 209
virtual memory, 208
virtual memory manager (VMM), 208
virtual replication, pointer-based, 295-297
virtual robotic arm, 274
virtual tape librarie (VTL), 273-275
virtualization, 207-226

forms of, 207-211
in-band, 212, 213, 214, 224
memory, 208
network, 208-209
NPIV, 134
out-of-band, 212, 213, 214, 224
storage, 210-225

virtuous cycle of information, 3, 4. See also 
information lifecycle

VLAN (virtual LAN), 162, 208-209, 223,  
224, 435

volume group, 40
volume manager, 39-41
VSAN (virtual SAN), 209, 352, 353
vulnerabilities (risk triad), 336, 339-340

W
WAN (wide area network), 9
warning alerts, 375
watermarks, 78
Web console, 387
Web-Based Enterprise Management 

(WBEM), 383, 384, 385, 436
wide area network (WAN), 9
work factor, 339
World Wide Node Name (WWNN), 135,  

141, 436
WORM (write once read many), 26, 191, 

436
write aside size, 77
write intent log, 330
write operation, 34

cache, 76-77
write penalty, 66, 67
write-back cache, 76-77
write-through cache, 77
WWN (World Wide Name), 135, 179, 343,  

367, 436
WWN zoning (soft zoning), 140, 431

X
XCM (cross communication module), 92, 

93
XML (Extensible Markup Language), 196, 

384, 385, 412

Z
zoned bit recording, 31, 32
zoning, 124, 343

FC switches, 138-140
hard/port, 140, 148, 350, 351, 418
LUN masking v., 140, 147, 166, 343, 351, 

376
SAN, 124
soft (WWN), 140, 431


